
Category: Technology

Competences 95

Total questions 3867

Difficulties Easy/Beginner: 1091 questions, Moderate: 1036 questions,

Expert: 1740 questions

Competence
Total

questions
Difficulties

.NET 54
Easy/Beginner: 17, Moderate: 18,
Expert: 19

Administering and deploying Windows Server 64 Expert: 64

Amazon EC2 11 Moderate: 11

Artificial Intelligence Basics 123 Easy/Beginner: 123

Attacks and exploits 20 Moderate: 20

AWS Cloud Basics 10 Moderate: 10

Azure AI Services 13 Expert: 13

Azure App Service 14 Expert: 14

Azure Application Gateway 13 Expert: 13

Azure Basics 40
Easy/Beginner: 10, Moderate: 14,
Expert: 16

Azure Cosmos DB 10 Moderate: 10

Azure Load Balancer 10 Expert: 10

Azure Machine Learning Basics 22 Easy/Beginner: 22

Azure Monitor 18 Expert: 18

Azure Resource Manager 19 Expert: 19

Azure Resource Manager (ARM) templates 10 Expert: 10

Azure Security 69
Easy/Beginner: 21, Moderate: 13,
Expert: 35
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Azure Virtual Desktop 61 Easy/Beginner: 15, Expert: 46

Azure Virtual Network 20 Expert: 20

BGP 16 Expert: 16

CI/CD on AWS 32 Moderate: 32

Cisco Secure Firewall Management Center 60 Expert: 60

Cloud architecture and design 24 Moderate: 24

Cloud deployment 54 Moderate: 54

Cloud operations and support 42 Moderate: 42

Cloud security 47 Moderate: 47

Cloud SQL 40 Expert: 40

CloudFormation 17 Moderate: 17

Computer Vision on Azure 41 Easy/Beginner: 17, Expert: 24

Containers - General concepts 11 Moderate: 11

Cybersecurity Basics 204 Easy/Beginner: 204

Data Analysis Expressions (DAX) 10 Expert: 10

Data analysis: techniques and tools 15 Expert: 15

Data concepts - Basics 10 Easy/Beginner: 10

Data Loss Prevention (DLP) - Microsoft 16 Expert: 16

Data mining 20 Expert: 20

Data visualization: dashboards and reports 15 Expert: 15

Dynamics 365 Business Central 39 Expert: 39

Dynamics 365 CRM Customer Insights 16 Moderate: 16

Dynamics 365 CRM Customer Service 150 Easy/Beginner: 37, Expert: 113
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Dynamics 365 CRM Field Service 130
Easy/Beginner: 37, Moderate: 19,
Expert: 74

Dynamics 365 CRM Sales 151
Easy/Beginner: 46, Moderate: 14,
Expert: 91

Dynamics 365 ERP Finance 137
Easy/Beginner: 37, Moderate: 15,
Expert: 85

Dynamics 365 ERP Supply Chain Management 29 Easy/Beginner: 29

EIGRP 17 Moderate: 17

Endpoint Security 85 Easy/Beginner: 61, Moderate: 24

Ethical Hacking overview 10 Moderate: 10

Excel 2019/O365 90 Easy/Beginner: 29, Expert: 61

FSLogix 10 Expert: 10

General security concepts 52 Moderate: 12, Expert: 40

GIT 71
Easy/Beginner: 18, Moderate: 31,
Expert: 22

Google Cloud non-relational databases 12 Expert: 12

Google Cloud: Data migration and replication 21 Expert: 21

Google Cloud: Relational databases 11 Expert: 11

Google Spanner 12 Expert: 12

Identity and Access Management (IAM) Basics 48 Expert: 48

IT Service Management Basics 14 Moderate: 14

ITIL Guiding Principles 14 Moderate: 14

ITIL Practices 52 Moderate: 52

Jenkins 56
Easy/Beginner: 19, Moderate: 18,
Expert: 19

Kubernetes 13 Moderate: 13

Linux 61 Moderate: 61
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Linux Architecture 12 Moderate: 12

Linux Filesystems 29 Moderate: 29

Linux installation 12 Moderate: 12

Linux Security 29 Moderate: 29

Linux Shells and Shell Scripting 20 Moderate: 20

Machine Learning on Azure 59 Expert: 59

Microsoft 365 Basics 39 Easy/Beginner: 18, Moderate: 21

Microsoft Dataverse 53 Easy/Beginner: 14, Expert: 39

Microsoft Defender for Endpoint 12 Expert: 12

Microsoft Defender for Office 365 11 Expert: 11

Microsoft Defender XDR 41 Expert: 41

Microsoft Entra authentication 11 Expert: 11

Microsoft Entra ID 52
Easy/Beginner: 15, Moderate: 20,
Expert: 17

Microsoft Entra ID: Identity management 13 Expert: 13

Microsoft Intune 10 Expert: 10

Microsoft Purview 39 Easy/Beginner: 11, Expert: 28

Microsoft Sentinel 36 Easy/Beginner: 12, Expert: 24

MySQL 56
Easy/Beginner: 21, Moderate: 19,
Expert: 16

Natural Language Processing (NLP) on Azure 14 Easy/Beginner: 14

Network Security - Basics 91
Easy/Beginner: 42, Moderate: 34,
Expert: 15

Networking concepts - Basics 69 Easy/Beginner: 10, Moderate: 59

NIST Framework: Computer Security Incident
Handling

13 Moderate: 13

4/11/24, 16:25 Reports: competences - iTalentUp

https://app.italentup.com/reports/competences 4/5



Competence
Total

questions
Difficulties

Open Systems Interconnection (OSI) model 14 Moderate: 14

OSPF 43 Moderate: 30, Expert: 13

Package management in Linux 16 Moderate: 16

Power Apps 109
Easy/Beginner: 41, Moderate: 15,
Expert: 53

Power Automate 50
Easy/Beginner: 17, Moderate: 11,
Expert: 22

Power BI 36 Easy/Beginner: 20, Expert: 16

PowerPoint 2019/O365 70 Easy/Beginner: 26, Expert: 44

SAP workloads on Azure 78 Easy/Beginner: 14, Expert: 64

Threats/Vulnerabilities and Mitigations 51
Easy/Beginner: 10, Moderate: 29,
Expert: 12

Windows Installation and Configuration 14 Easy/Beginner: 14

Word 2019/O365 89 Easy/Beginner: 40, Expert: 49
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